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ABSTRACT 

 
ARTICLE INFO 

Covert channels are used for information transmission in a peculiarity that is not 

intended for communication and is difficult to detect. We nominate a technique to 

prevent the information leakage via IP covert timing channels by inter-packet delays 

normalization in the process of packets sending. We nominate a novel approach to 

detect Covert Timing Channels (CTC) activities based on IPD distributions of 

network traffic. We present and leverage three different non-parametric statistical 

tests that can be used to generate very different statistical test scores for overt and 

covert traffic IPDs.  
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I. INTRODUCTION 

In general, the detection of covert timing channels uses 

statistical tests to differentiate covert traffic from legitimate 

traffic. However, due to the high variation in legitimate 

network traffic, detection methods based on standard 

statistical tests are not accurate and robust in capturing a 

covert timing channel. Although there has been recent 

research efforts on detecting covert timing channels over the 

Internet [3, 4,7, 20], also there are some detection methods 

are designed to target one specific covert timing channel, 

and therefore fail to detect other types of covert timing 

channels; the other methods are broader in detection but are 

over-sensitive to the high variation of network traffic. In 

short, none of the previous detection methods are effective 

to detect a variety of covert timing channels.  

In this paper, we come up with a new entropy-based 

approach to disclose covert timing channels. The entropy of 

a process is a measure of uncertainty or information content, 

a concept that is of great importance in information and 

communication theory [21]. While entropy has been used in 

covert timing channel bulk analysis, it has never been used 

to detect covert timing channels. We observe that a covert 

timing channel cannot be created without causing some 

effects on the entropy of the original process 1. Therefore, a 

change in the entropy of a process provides a critical telltale 

for covert timing channel detection.  

Therefore, our objective is to nominate a detection 

method that can satisfy the ideal conditions as much as 

probable and is applicable to the broadest probable range of 

CTC algorithms. In this paper, we accomplish this goal and 

introduce a new CTC detection technique that can be 

applied to a range of highly cited and recognized CTC 

algorithms that form the foundation for virtually all CTC 

techniques. Based on the nominated detection approach, 

real-time IPD changes are observed and evaluated using 

non-parametric statistical tests. In our previous work, we 

verified that these tests can be used for network traffic 

classification [30-31]. To continue and complete our 

previous findings, first we theoretically validate that the 

non-parametric statistical tests, which are used as a part of 

our detection approach for network traffic classification, 

generate every different test scores for overt and covert 

network traffic. Then utilizing these tests, we nominate a 

new real-time CTC detection approach that is applied to 

variety of online network traffic scenarios and successfully 

detects malicious activities. 
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Covert channels were nominated by Lampson as 

channels not pinned for information transfer at all [1]. 

TCSEC defines covert channel as any communication 

channel that can be not suposed to communicate to transfer 

information in a manner that violates the system's security 

policy [2].Covert channels were classified into storage and 

timing channels. Storage channels involve the direct or 

indirect writing of a storage location by the sender and the 

direct or indirect reading of it by the receiver. Timing 

channels include the sender information by modulating the 

use of resources over time such that the receiver can observe 

it and decode the information based on the observation of 

time delays.  

II. LITRATURE SURVEY 

Covert channel detection techniques are classify into three 

major areas based on the embedding methods employed. 

One of the areas focuses on detecting CSCs, and its 

algorithms are generally based on analyzing network packet 

content. For example,to detect a CSC that utilizes the Initial 

Sequence Number (ISN)field of TCP headers, the authors in 

[1] use phase space reconstruction to acquire a four 

dimensional representation of the one dimensional ISN. 

Then the abnormal cases of ISN can be detected using a 

given classifier and statistical model. Another example of 

CSC detection, which is applied to RTP packets to 

distinguish between the overt and covert packets is 

nominated in [2]. 

This method classifies the covert and overt RTP packets 

based on random projection and the previous knowledge of 

normal packet contents. Unlike CSC detection approaches 

that require content analysis of network traffic, the CTC 

detection methods are mostly focused on network traffic 

IPD analysis. The majority of CTC detection approaches 

observe the behavior of network traffic and extract given 

statistical parameters and characteristics of covert and overt 

IPDs and compare those to recognize anomalies and detect 

covert communication. Several statistical parameters are 

introduced in literature and their effectiveness for detecting 

different CTC algorithms are interrogated. For example, the 

authors in [3] detect a given type of CTC by comparing the 

distribution of the IPDs for overt and covert traffic.  

The authors in[4] nominate a method for detecting binary 

CTC algorithms using the histogram of covert and overt 

IPDs. Although simple parameters such as IPD distribution 

and histogram can detect basic CTC algorithms, these 

simple parameters are not effective to detect robust and 

complicated CTC algorithms. Thereupon, more adequate 

statistical parameters were bring up and interrogate such as 

Regularity, Entropy, and Corrected Conditional Entropy 

(CCE) [6].  

The authors in [6]demonstrate that the mentioned 

parameters have significantly different values when 

eradicate from overt and covert traffic IPDs.  

In [7], the authors interrogate the p-values of two 

nonparametric statistical tests as detection parameters called 

K-L test and Welch’sT-test. Although the mentioned 

parameters and statistical tests are shown to detect one or 

two given CTC algorithms, these parameters might not be 

effective in detecting other CTC algorithms. Therefore, 

Shrestha et al. in [8] utilize a combination of the parameters 

that are introduced in [6] and [7] to be able to detect the 

majority of CTC algorithms using Support Vector Machine 

(SVM)classification. However, this approach requires 

extensive calculations and previous knowledge of network 

IPD metrics totreat the classifier. Besides the reviewed 

detection methods that are dedicated to CTC and CSC 

algorithms, there are several detection techniques that target 

specific covert channel algorithms that do not fall into either 

the CTC or CSC categories. For example, the authors in 

[11] nominate a method that detects extremely late packets 

within a VoIP RTP stream. These packets may be 

intentionally delayed by a covert transmitter to carry covert 

data and would be discarded by an overt receiver due to 

their late arrival but are recognized by the covert receiver as 

covert packets [9]. 

III. ARCHITECTURE DIAGRAM 

The identification problem is to analysed system to find the 

potential covert channels that can be realized.  

The second step is the analysis of identified channels to 

assess the threat level of each covert channel.  

If channel poses a threat to the protected system the 

following measures can be applied: elimination, limiting, 

detection. Ideally covert channels should be identified and 

removed during the design phase.  

Our detection approach should reliably detects covert 

communication over online network traffic with minimal 

lag between start of covert activity and the point of 

detection. 

 

Our detection technique uses non-parametric statistical tests 

that compare two sample observations based on their values 

and distribution. Sample observations are covert and overt 

network traffic IPDs that are collected from implementing 

the case study CTC algorithms over a real network 

circumstances, as well as generating different overt traffic 

flows based on various distributions and parameters. 
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Covert timing channels limitation  

If a non-zero covert channel bulk is allowed one can use 

partial inter-packet times normalization. Such methods have 

less negative impact on the communication channel.  

4.1. Normalization by several inter-packet times  

Let two values of inter-packet times after traffic 

normalization be allowed: k1t and k2t. Inter-packet time 

equal to k1t will be observed at the output if the queue is 

not empty in k1t after sending the last packet. If the queue 

is empty at this moment the interpacket time equal to k2t 

will appear at the output. It will be a dummy packet if the 

queue also is empty in k2t after sending the last packet.  

Offender can affect the inter-packet times by passing 

packets to the channel and use covert channel. Let the 

random variable Xtake the values 0 or 1 in accordance with 

the inter-packet times (k1t or k2t) at the output. p is the 

probability of observing packets with an interval equal to 

k1t. Then entropy of X is equal to: 

 

 

IV. CONCLUSION 

Inter-packet times normalization makes it necessary to 

delay the transmission of packets and generate dummy 

packets. Parameters of inter-packet times normalization 

method must be correctly selected to minimize the negative 

impact on communication channel bulk. Channel 

performance requirements may be different. They depend 

on how you use the channel.  
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